TRACS Quick Reference Guide

Lesson 19 Profile and Help Desk

Updating your Profile

Step

Action

Users can update their own profile, request additional permissions and reset
their passwords using the TRACS Dashboard Profile link, located to the right
of your username at the top of the screen.
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On the My Profile tab, you can view your own profile information including
name, phone, title, and agency.

To Edit Your Profile Information: Click the Edit Profile link below Agency to
update your name, title, email, agency or phone number.

To View your Permissions: Your user role and permissions are displayed in
the box on the lower half of the screen. Select the + sign to expand the view.
(User Administrators will also have an “Edit Permissions” button).
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Last Name Cohen
First Name Yonah
Email yonah_cchen@fws.gov
Phone 303-275-2346
Title Technical Trainer
Agency U.5. Fish and Wildlife Service
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Step | Action

To Request Additional Access:

e From the My Profile tab, click the Request Access link.

¢ In the select a group window, click the + sign by TRACS and each
submenu (or click Expand All) and select your group.

e Then select the role you need from the drop down menu.

e Click Request Selected Access and Done. The User Administrator will
review the request and assign access.
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To Change your Password:

To update your password, select the Change Password tab, enter your
current password, new password and confirm your password. Select

the Change Password button.(Note: You can also click “Forgot password”
from the login screen to reset it).
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[ password Rules and Requirements

Current Password: [ )
Strong Passwords
. . TRACS requires the use of strong passwords. A strong password has:

New Password: e J * A minimum of 12 characters

. —_— * At least one lower case character.
Confinmpesmonts e * At least one upper case character.
* At least one non alphanumeric character, such as#, * % |, etc.
* Does not contain any of your personal information like name or email address.
+ Passwords can only be changed onced per day.

password Expiration and Reuse
For security purposes, TRACS passwords have the following password expiration and reuse policy.

* Passwords must be changed at least every 60 days.
* Passwords can only be changed once a day.
* You cannot reuse any of your previous 24 passwords.
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Help Desk

Step | Action

1 The Help Desk link is available directly in TRACS in two places: on the home
page that first opens after logging into TRACS and on the top toolbar on the
mapper. The Help Desk link allows you to submit a help desk request to the
TRACS support team. You can also contact the Help Desk via email at tracs-
helpdesk@fws.gov or by phone at 1-844-408-7227 (1-844-40-TRACS).

2 Fill out the Help Desk Ticket form:

Component: This field is required. Select the component or part of TRACS
that is affected. (Make your best guess, for example if an error message
appears on the mapper, select “Mapper” as the component.)

Subject: Enter a short subject for your help desk ticket

Description: Enter as much information as possible, including a detailed
description of the issue, the affected project names/numbers, your name and
contact information. This will help shorten the response time from the help
desk and reduce follow-up emails or calls.

Click Submit to send the help desk ticket to the TRACS team.

Help Desk Ticket

Component | Mapper ] > I

Subject  |Unable to Load Filter | * @

Description |Unable to load the custom filter for "black bear projects” onto the mapper. Please contact me at * @
johndoe@ fws.gov or 303-555-5555.
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